



























































































































Firms addressing cybersecurity topic / 
cyber risks	
Firms hearing the Head of IT 
department during audit committees	
Arkema, Biomérieux, Bouygues, 
Burelle, CGG, Dassault Systèmes, Engie, 
Essilor, L'Oréal, Renault, Saft, Sanofi, 
Technicolor, Total 
(14 firms)	
Endered, Essilor, Saft, Valeo 
 
(4 firms)	
	
Table1.	Content	Analysis	(66	listed	French	firms)		
	
3.2.	 Level	1	SA	-	Perception:	Disclosed	cyber-awareness	to	the	public	and	individual	
returns	of	experiences	
Listed	firms	communicate	and	disclose	both	their	internal	control	concerns	and	their	
risk	assessment.	Being	part	of	the	most	important	emerging	risks,	cyber	issues	are	
disclosed	within	the	10-K	reports.	This	is	confirmed	by	the	content	analysis	we	achieved	
on	our	2015-2016	annual	reports	of	French	firms.	On	66	firms	for	which	we	examined	
the	audit	committee	reports,	18	made	explicitly	reference	to	a	review	of	cyber	risks	
(table1).	Out	of	our	2	on-site	observations	and	27	interviews	conducted,	only	one	on-site	
observation	and	three	interviewees	mentioned	and	analyzed	cyber	issues.	This	is	far	
more	less	than	the	51%	of	firms	supposed	to	address	cyber	risks	at	the	level	of	audit	
committee	[1].	Hence,	according	to	our	field	work,	some	audit	committee	members	
highlighted	a	basic	perception	of	cyber	situation	awareness	:	“	we	have	an	extremely	
high	risk	(…);	on	particular	points	with	can	be	presented	and	studied	in	depth	by	the		
audit	committee”.	
	
3.3.	 Level	2	SA	-	Comprehension	
However,	it	seems	that	only	54%	of	global	organizations	have	carried	out	an	assessment	
related	to	fraud	or	economic	crime.	In	particular,	less	than	half	of	firms	have	achieved	a	
vulnerability	assessment	related	to	cyberattacks	and	only	30%	have	implemented	an	
action	plan	[16].	Furthermore,	for	members	of	audit	committees	and,	more	generally,	for	
boards,	"cyber"	is	new	for	many	directors,	and	is	certainly	far	from	intuitive"	[17].	
	
As	our	interviewees	stated	:	“we	have	to	perform	regular	checkup	and	that,	basically,	we	
acknowledge	that	some	persons	may	have	non-restricted	accesses	to	the	system	(…)		
This	must	be	the	subject	of	a	presentation	and	in-depth	study	while	audit	committee	
meetings”.	
	
3.4.	 Level	3	SA	-	Projection	
Mostly	our	field	work	highlights	that	directors	are	first	“cyber-risks	aware”	and	that	
they	intend	to	get	a	specific	overview	of	the	main	cyber	issues,	using	ever	specialists	or	
governmental	agencies	in	order	to	help	them	appraise	and	improve	cybersecurity:	“we	
asked	specialists	and	ANSSI	in	order	not	to	waste	time”.	
	
Moreover,	our	interviewees	assess	that,	in	order	to	be	compliant	with	the	main	internal	
control	frameworks	(COSO,	COBIT),	they	target	some	specific	levers	of	control,	such	as	
control	environment	(the	‘tone	at	the	top’	and	human	knowledge	and	skills)	and	control	
activities	(Segregation	of	duties):	“we	need	to	train	our	people	to		improve	their	cyber	
awareness	and	secure	their	accesses	and	behaviours(…)		specifically	we	must	
disseminate	this	cyber	awareness	through	operational	middle	management	and	their	
teams”.	
	
4.	 Directors’	appraisal	of	cyber	issues	
Annual	report	should	disclose	the	risks	including	cyber	issues	if	it	happened	but	only	if	
they	are	material.	This	means	that	without	any	material	effect,	cyber	issues	are	not	
always	revealed	to	the	public.	Our	analysis	confirms	that	this	disclosure	is	not	obvious	
and	depends	on	the	knowledge,	expertise	and	will	of	the	boards.	Nonetheless,	our	
exploratory	study	highlights	that,	when	audit	committees	tackle	cyber	issues,	they	
follow	Endsley’s	process	and	that	they	both	embrace,	appraise,	evaluate	and	
disseminate	the	issues.	Our	preliminary	analysis	should	be	of	course	deepened	with	
archival	data	in	order	to	validate	this	fieldwork	evidence,	but	our	work	underscores	
requirement	and	impetus	for	improving	board	cyber	situation	awareness.		
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